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                                                             PREFACE

    Information governance (IG) has emerged as a key concern for business executives
and managers in today’s environment of Big Data, increasing information risks, co-
lossal leaks, and greater compliance and legal demands. But few seem to have a clear 

understanding of what IG is; that is, how you defi ne what it is and is not, and how to 
implement it. This book clarifi es and codifi es these defi nitions and provides key in-
sights as to how to implement and gain value from IG programs. Based on exhaustive
research, and with the contributions of a number of industry pioneers and experts, this 
book lays out IG as a complete discipline in and of itself for the fi rst time. 

 IG is a super-discipline that includes components of several key fi elds: law, records 
management, information technology (IT), risk management, privacy and security, 
and business operations. This unique blend calls for a new breed of information pro-
fessional who is competent across these established and quite complex fi elds. Training 
and education are key to IG success, and this book provides the essential underpinning 
for organizations to train a new generation of IG professionals. 

 Those who are practicing professionals in the component fi elds of IG will fi nd 
the book useful in expanding their knowledge from traditional fi elds to the emerging 
tenets of IG. Attorneys, records and compliance managers, risk managers, IT manag-
ers, and security and privacy professionals will fi nd this book a particularly valuable 
resource. 

 The book strives to offer clear IG concepts, actionable strategies, and proven best 
practices in an understandable and digestible way; a concerted effort was made to 
simplify language and to offer examples. There are summaries of key points through-
out and at the end of each chapter to help the reader retain major points. The text 
is organized into fi ve parts: (1) Information Governance Concepts, Defi nitions, and
Principles; (2) IG Risk Assessment and Strategic Planning; (3) IG Key Impact Areas;
(4) IG for Delivery Platforms; and (5) Long-Term Program Issues. Also included are
appendices with detailed information on taxonomy and metadata design and on re-
cords management and privacy legislation. 

 One thing that is sure is that the complex fi eld of IG is evolving. It will continue 
to change and solidify. But help is here: No other book offers the kind of compre-
hensive coverage of IG contained within these pages. Leveraging the critical advice
provided here will smooth your path to understanding and implementing successful
IG programs. 

 Robert F. Smallwood  
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 The Onslaught
of Big Data and
the Information
Governance Imperative   

             C H A P T E R    1                   

    The value of information in business is rising, and business leaders are more and
more viewing the ability to govern, manage, and harvest information as critical 
to success. Raw data is now being increasingly viewed as an asset that can be 

leveraged, just like fi nancial or human capital.1   Some have called this new age of “Big 
Data” the “industrial revolution of data.” 

 According to the research group Gartner, Inc., Big Data is defi ned as “high-volume, 
high-velocity and high-variety information assets that demand cost-effective, inno-
vative forms of information processing for enhanced insight and decision making.”  2
A practical defi nition should also include the idea that the amount of data—both struc-
tured (in databases) and unstructured (e.g., e-mail, scanned documents) is so mas-
sive that it cannot be processed using today’s database tools and analytic software
techniques. 3

 In today’s information overload era of Big Data—characterized by massive growth 
in business data volumes and velocity—the ability to distill key insights from enor-
mous amounts of data is a major business differentiator and source of sustainable com-
petitive advantage. In fact, a recent report by the World Economic Forum stated that 
data is a new asset class and personal data is “the new oil.”  4   And we are generating more
than we can manage effectively with current methods and tools. 

 The Big Data numbers are overwhelming: Estimates and projections vary, but it 
has been stated that 90 percent of the data existing worldwide today was created in the 
last two years 5   and that every two days more information is generated than was from 
the dawn of civilization until 2003.  6   This trend will continue: The global market for
Big Data technology and services is projected to grow at a compound annual rate of 
27 percent through 2017, about six times faster than the general information and com-
munications technology (ICT) market. 7

 Many more comparisons and statistics are available, and all demonstrate the 
incredible and continued growth of data. 

 Certainly, there are new and emerging opportunities arising from the accu-
mulation and analysis of all that data we are busy generating and collecting. New 
enterprises are springing up to capitalize on data mining and business intelligence 
opportunities. The U.S. federal government joined in, announcing $200 million in 
Big Data research programs in 2012.8 
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       Big Data values massive accumulation of data, whereas in business, e-discovery 
realities and potential legal liabilities dictate that data be culled to only that 
which has clear business value.

But established organizations, especially larger ones, are being crushed by this 
onslaught of Big Data: It is just too expensive to keep all the information that is being 
generated, and unneeded information is a sort of irrelevant sludge for decision makers 
to wade through. They have diffi culty knowing which information is an accurate and
meaningful “wheat” and which is simply irrelevant “chaff.” This means they do not 
have the precise information they need to base good business decisions upon. 

 And all that Big Data piling up has real costs: The burden of massive stores of 
information has increased storage management costs dramatically, caused overloaded 
systems to fail, and increased legal discovery costs.  9   Further, the longer that data is 
kept, the more likely that it will need to be migrated to newer computing platforms, 
driving up conversion costs; and legally, there is the risk that somewhere in that 
mountain of data an organization stores is a piece of information that represents a 
signifi cant legal  liability.10 

This is where the worlds of Big Data and business collide . For Big Data proponents, 
more data is always better, and there is no perceived downside to accumulation of mas-
sive amounts of data. In the business world, though, the realities of legal  e-discovery
mean the opposite is true.  11   To reduce risk, liability, and costs, it is critical for unneeded
information to be disposed of in a systematic, methodical, and “legally defensible” (jus-
tifi able in legal proceedings) way, when it no longer has legal, regulatory, or business 
value. And there also is the high-value benefi t of basing decisions on better, cleaner 
data, which can come about only through rigid, enforced information governance
(IG) policies that reduce information glut.   

Organizations are struggling to reduce and right-size their information footprint 
by discarding superfl uous and redundant data, e-documents, and information. But the 
critical issue is devising policies, methods, and processes and then deploying information technol-
ogy (IT) to sort through which information is valuable and which no longer has business value 
and can be discarded.

IT, IG, risk, compliance, and legal representatives in organizations have a clear
sense that most of the information stored is unneeded, raises costs, and poses risks.
According to a survey taken at a recent Compliance, Governance and Oversight 
Counsel summit, respondents estimated that approximately 25 percent of information
stored in organizations has real business value, while 5 percent must be kept as busi-
ness records and about 1 percent is retained due to a litigation hold. “This means that 

       The onslaught of Big Data necessitates that information governance (IG) be 
implemented to discard unneeded data in a legally defensible way. 
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[about] 69 percent of information in most companies has no business, legal, or regulatory value.
 Companies that are able to dispose of this data debris return more profi t to sharehold-
ers, can leverage more of their IT budgets for strategic investments, and can avoid 
excess expense in legal and regulatory response” (emphasis added). 12

With a smaller information footprint , organizations can more easily fi nd what they tt
need and derive business value from it.13   They must eliminate the data debris regularly 
and consistently, and to do this, processes and systems must be in place to cull valuable
information and discard the data debris daily. An IG program sets the framework to
accomplish this. 

 The business environment has also underscored the need for IG. According to 
Ted Friedman at Gartner, “The recent global fi nancial crisis has put information gov-
ernance in the spotlight. . . . [It] is a priority of IT and business leaders as a result of 
various pressures, including regulatory compliance mandates and the urgent need for 
improved decision-making.”  14

 And IG mastery is critical for executives: Gartner predicts that by 2016,  one in fi ve chief 
information offi cers in regulated industries will be fi red from their jobs for failed IG initiatives.  s 15       

 Defi ning Information Governance 

 IG is a sort of super discipline that has emerged as a result of new and tightened legislation 
governing businesses, external threats such as hacking and data breaches, and the recog-
nition that multiple overlapping disciplines were needed to address today’s information 
management challenges in an increasingly regulated and litigated business environment.16

 IG is a subset of corporate governance, and includes key concepts from re-
cords management, content management, IT and data governance, information se-
curity, data privacy, risk management, litigation readiness, regulatory compliance, 
long-term digital preservation , and even business intelligence. This also means 
that it includes related technology and discipline subcategories, such as document 
management, enterprise search, knowledge management, and business continuity/
disaster recovery.    

       Only about one quarter of information organizations are managing has real 
business value.

       With a smaller information footprint, it is easier for organizations to fi nd the 
information they need and derive business value from it. 

       IG is a subset of corporate governance. 
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       IG is a sort of superdiscipline that encompasses a variety of key concepts from 
a variety of related disciplines. 

Practicing good IG is the essential foundation for building legally defensible 
 disposition practices to discard unneeded information and to secure confi dential in-
formation, which may include trade secrets, strategic plans, price lists, blueprints, or 
personally identifi able information (PII) subject to privacy laws; it provides the basis
for consistent, reliable methods for managing data, e-documents, and records. 

Having trusted and reliable records, reports, data, and databases enables managers 
to make key decisions with confi dence.17   And accessing that information and business
intelligence in a timely fashion can yield a long-term sustainable competitive advan-
tage, creating more agile enterprises.    

 To do this, organizations must standardize and systematize their handling of in-
formation. They must analyze and optimize how information is accessed, controlled, 
managed, shared, stored, preserved, and audited. They must have complete, current, 
and relevant policies, processes, and technologies to manage and control information,
including  who  is able to access what information ,  and  when,  to meet external legal 
and regulatory demands and internal governance policy requirements. In short, IG is
about information control and compliance.    

IG is a subset of corporate governance, which has been around as long as corpora-
tions have existed. IG is a rather new multidisciplinary fi eld that is still being defi ned,
but has gained traction increasingly over the past decade. The focus on IG comes not 
only from compliance, legal, and records management functionaries but also from ex-
ecutives who understand they are accountable for the governance of information and 
that theft or erosion of information assets has real costs and consequences. 

“Information governance” is an all-encompassing term for  how an organization 
manages the totality of its information.

 According to the Association of Records Managers and Administrators 
(ARMA), IG is “a strategic framework composed of standards, processes, roles, and
metrics that hold organizations and individuals accountable to create, organize, secure,
maintain, use, and dispose of information in ways that align with and contribute to the
organization’s goals.”18

IG includes the set of policies, processes, and controls to manage information in compliance 
with external regulatory requirements and internal governance frameworks . Specifi c policiess
apply to specifi c data and document types, records series, and other business informa-
tion, such as e-mail and reports. 

Stated differently, IG is “a quality-control discipline for managing, using, improv-
ing, and protecting information.”  19

     Practicing good IG is the essential foundation for building legally defensible 
disposition practices to discard unneeded information.
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       IG is “a strategic framework composed of standards, processes, roles, and 
metrics, that hold organizations and individuals accountable to create, orga-
nize, secure, maintain, use, and dispose of information in ways that align with 
and contribute to the organization’s goals.”  20   

 Fleshing out the defi nition further: “Information governance is policy-based man-
agement of information designed to lower costs, reduce risk, and ensure compliance
with legal, regulatory standards, and/or corporate governance.”21   IG necessarily in-
corporates not just policies but information technologies to audit and enforce those 
policies. The IG team must be cognizant of information lifecycle issues and be able
to apply the proper retention and disposition policies, including digital preservation 
where records need to be maintained for long periods.      

 IG Is Not a Project, But an Ongoing Program 

IG is an ongoing program , not a one-time project. IG provides an umbrella to manage 
and control information output and communications. Since technologies change so 
quickly, it is necessary to have overarching policies that can manage the various IT 
platforms that an organization may use. 

 Compare it to a workplace safety program; every time a new location, team member, 
piece of equipment, or toxic substance is acquired by the organization, the workplace 
safety program should dictate how that is handled. If it does not, the workplace safety 
policies/procedures/training that are part of the workplace safety program need to be 
updated. Regular reviews are conducted to ensure the program is being followed and ad-
justments are made based on the fi ndings.  The effort never ends.  s 22   The same is true for IG. 

 IG is not only a tactical program to meet regulatory, compliance, and litigation 
demands. It can be  strategic  , in that it is the necessary underpinning for developing a c
management strategy that maximizes knowledge worker productivity while minimiz-
ing risk and costs.      

 Why IG Is Good Business

 IG is a tough sell. It can be diffi cult to make the business case for IG, unless there has been
some major compliance sanction, fi ne, legal loss, or colossal data breach. In fact, the largest 

       IG is how an organization maintains security, complies with regulations, and 
meets ethical standards when managing information. 

       IG is a multidisciplinary program that requires an ongoing effort. 
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impediment to IG adoption is simply identifying its benefi ts and costs,  according to the Economist 
Intelligence Unit. Sure, the enterprise needs better control over its information, but how 
much better? At what cost? What is the payback period and the return on investment?  23  

It is challenging to make the business case for IG, yet making that case is funda-
mental to getting IG efforts off the ground.

Here are eight reasons why IG makes good business sense, from IG thought 
leader Barclay Blair:

   1.   We can’t keep everything forever.  IG makes sense because it enables organiza-
tions to get rid of unnecessary information in a defensible manner. Organi-
zations need a sensible way to dispose of information in order to reduce the 
cost and complexity of the IT environment. Having unnecessary informa-
tion around only makes it more diffi cult and expensive to harness informa-
tion that has value.

   2.   We can’t throw everything away.  IG makes sense because organizations can’t 
keep everything forever, nor can they throw everything away. We need
information—the right information, in the right place, at the right time.
Only IG provides the framework to make good decisions about what infor-
mation to keep. 

   3. E-discovery.      IG makes sense because it reduces the cost and pain of discov-
ery. Proactively managing information reduces the volume of information
exposed to e-discovery and simplifi es the task of fi nding and producing 
responsive information. 

   4.   Your employees are screaming for it—just listen.  IG makes sense because it 
helps knowledge workers separate “signal” from “noise” in their informa-
tion fl ows. By helping organizations focus on the most valuable informa-
tion, IG improves information delivery and improves productivity. 

   5.   It ain’t gonna get any easier.      IG makes sense because it is a proven way for
organizations to respond to new laws and technologies that create new re-
quirements and challenges. The problem of IG will not get easier over 
time, so organizations should get started now. 

   6.   The courts will come looking for IG.  IG makes sense because courts and regu-
lators will closely examine your IG program. Falling short can lead to fi nes, 
sanctions, loss of cases, and other outcomes that have negative business and 
fi nancial consequences.

   7.   Manage risk: IG is a big one.      Organizations need to do a better job of identi-
fying and managing risk. The risk of information management failures is a 
critical risk that IG helps to mitigate. 

   8. E-mail: Reason enough.      IG makes sense because it helps organizations take con-
trol of e-mail. Solving e-mail should be a top priority for every organization.  24       

 Failures in Information Governance

 The failure to implement and enforce IG can lead to vulnerabilities that can have dire 
consequences. The theft of confi dential U.S. National Security Agency  documents 
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by Edward Snowden in 2013 could have been prevented by properly enforced IG. 
Also, Ford Motor Company is reported to have suffered a loss estimated at $50 to 
$100 million as a result of the theft of confi dential documents by one of its own em-
ployees. A former product engineer who had access to thousands of trade secret docu-
ments and designs sold them to a competing Chinese car manufacturer. A strong IG 
program would have controlled and tracked access and prevented the theft while pro-
tecting valuable intellectual property.  25

 Law enforcement agencies have also suffered from poor IG. In a rather frivolous 
case in 2013 that highlighted the lack of policy enforcement for the mobile environ-
ment, it was reported that U.S. agents from the Federal Bureau of Investigation used 
government-issued mobile phones to send explicit text messages and nude photographs 
to coworkers. The incidents did not have a serious impact but did compromise the 
agency and its integrity, and “adversely affected the daily activities of several squads.”  26

Proper mobile communications policies were obviously not developed and enforced. 
 IG is also about information security and privacy, and serious thought must be 

given when creating policies to safeguard personal, classifi ed or confi dential informa-
tion. Schemes to compromise or steal information can be quite deceptive and devious, 
masked by standard operating procedures—if proper IG controls and monitoring are 
not in place. To wit: Granting remote access to confi dential information assets for
key personnel is common. Granting medical leave is also common. But a deceptive 
and dishonest employee could feign a medical leave while downloading volumes of 
confi dential information assets for a competitor—and that is exactly what happened at 
Accenture, a global consulting fi rm. During a fraudulent medical leave, an employee 
was allowed access to Accenture’s Knowledge Exchange (KX), a detailed knowledge
base containing previous proposals, expert reports, cost-estimating guidelines, and
case studies. This activity could have been prevented by monitoring and analytics that 
would have shown an inordinate amount of downloads—especially for an “ailing” em-
ployee. The employee then went to work for a direct competitor and continued to
download the confi dential information from Accenture, estimated to be as many as 
1,000 critical documents. While the online access to KX was secure, the use of the 
electronic documents could have been restricted even  after  the documents were down-r
loaded, if IG measures were in place and newer technologies (such as information 
rights management [IRM] software) were deployed to secure them directly and main-
tain that security remotely. With IRM, software security protections can be employed
to seal the e-documents and control their use—even after they leave the organization. 
More details on IRM technology and its capabilities is presented later in this book.    

 Other recent high-profi le data and document leakage cases revealing information 
security weaknesses that could have been prevented by a robust IG program include:

 ■    Huawei Technologies, the largest networking and mobile communications 
company in China, was sued by U.S.-based Motorola for allegedly conspiring 
to steal trade secrets through former Motorola employees. 

       Ford’s loss from stolen documents in a single case of intellectual property (IP) 
theft was estimated at $50 to $100 million.
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 ■     MI6, the U.K. equivalent of the U.S. Central Intelligence Agency, learned that 
one of its agents in military intelligence attempted to sell confi dential docu-
ments to the intelligence services of the Netherlands for £2 million GBP 
($3 million USD). 

 And breaches of personal information revealing failures in privacy protection 
abound; here are just a few: 

 ■    Health information of 1,600 cardiology patients at Texas Children’s Hospital 
was compromised when a doctor’s laptop was stolen. The information includ-
ed personal and demographic information about the patients, including their
names, dates of birth, diagnoses, and treatment histories. 27

 ■    U.K. medics lost the personal records of nearly 12,000 National Health Service 
patients in just eight months. Also, a hospital worker was suspended after it was
discovered he had sent a fi le containing pay-slip details for every member of 
staff to his home e-mail account. 28

 ■    Personal information about more than 600 patients  of the Fraser Health 
Authority in British Columbia, Canada, was stored on a laptop stolen from
Burnaby General Hospital.   

 ■      In December 2013, Target stores in the U.S. reported that as many as 110 million 
customer records had been breached in a massive attack that lasted weeks.   

 The list of breaches and IG failures could go on and on, more than fi lling the 
pages of this book. It is clear that it is occurring and that it will continue.  IG controls to   
safeguard confi dential information assets and protect privacy cannot rely solely on the trustwor-
thiness of employees and basic security measures.  Up-to-date IG policies and enforcement 
efforts and newer technology sets are needed, with active, consistent monitoring and
program adjustments to continue to improve. 

Executives and senior managers can no longer avoid the issue, as it is abundantly 
clear that the threat is real and the costs of taking such avoidable risks can be high. A 
single security breach is an IG failure and can cost the entire business. According to 
Debra Logan of Gartner, “When organizations suffer high-profi le data losses, espe-
cially involving violations of the privacy of citizens or consumers, they suffer serious
reputational damage and often incur fi nes or other sanctions. IT leaders will have to
take at least part of the blame for these incidents.”  29

 Form IG Policies, Then Apply Technology for Enforcement

 Typically, some policies governing the use and control of information and records 
may have been established for fi nancial and compliance reports, and perhaps e-mail,
but they are often incomplete and out-of-date and have not been adjusted for changes 
in the business environment, such as new technology platforms (e.g., Web 2.0, social

       IG controls to safeguard confi dential information assets and protect privacy can-
not rely solely on the trustworthiness of employees and basic security  measures.


