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I. Executive Summary 
The mission of Pike County General Hospital is to care for all patients as if they were family and to improve their quality of life. Pike County General employs professional licensed care providers who provide care with respect, compassion, and honor.  The business continuity plan contains requirements, by local, state, and federal agencies, for disaster preparedness and recovery; identification of the essential functions of Pike County General and the activities necessary to ensure that the business is able to provide for the patients and staff after an emergent event with reference to supporting annexes, and the resources available post disaster to aide in recovery, including insurance and other local, state, and federal resources available to assist resumption of normal business operations. The Continuity of Operations Plan (COOP) has been developed and will be used in the event of substantial, but relatively localized damage, to direct patient care departments where:

· The loss of service poses significant physical, operational, and business challenges and risks; and

· Continuity of the service, somewhere within the facility, is integral to ongoing facility viability and community support.

Affiliates will use the COOP in addition to their Emergency Operations Plan (EOP) to resume/return business functions to a normal state post-disaster. The BCP may be utilized by departments and/or Planning Chief, in coordination with the Business Continuity Branch Director, to develop the Incident Action Plan (IAP). 
II.  INTRODUCTION:

Pike County General Hospital Continuity Plan (COOP) was developed by the Pike County General Hospital Continuity Planning Workgroup. This COOP was developed to assist the hospital in the development of their business continuity plans. 
Although a major catastrophic event could take down a "whole facility," a more likely scenario is that a certain "part" of a facility is substantially damaged by some event (e.g., fire, earthquake, flood, etc.) while the rest of the facility remains functional. However, if the event impacts direct patient service departments for key service lines or mission critical ancillary departments, it may result in adverse impacts to interdependent departments throughout the entire facility. If it takes more than a couple of months to restore service, the organizational consequences could be enormous. 

The Emergency Operations Plan (EOP) has been developed to guide the hospital in response to an emergency/disaster situation or a mass casualty incident. Pike County General Hospital continuity planning augments existing EOPs, strengthening the organization’s capacity to scale their response to a range of events impacting operations. The COOP is a proactive process that identifies and prioritizes the critical functions, applications and the measurement of the impact threats to those functions may cause.  From this information, plans and procedures are developed through a regular program of personnel training, plan testing, and maintenance. These management disciplines, processes, and techniques provide business continuity for essential functions.

III. Purpose

The COOP is intended to be a dynamic tool to be used in emergencies, disasters, and other catastrophic events where the technology, building, or a department is severely impacted. The COOP lists critical processes by departments, essential applications, Recovery Time Objectives (RTO), and the resources needed to ensure continuity of operations (i.e., staff, supplies, information technology (IT) applications, etc.). The ultimate goal of business continuity is to resume business functions to a normal state after a period of time following an emergency event.

IV. Authorities and References

The Joint Commission EM.02.01.01 EP 4 

The Joint Commission IM.01.01.03. 
The HIPAA Security Rule 164.308(a)(7)(i)
FPC 65 Objectives
NFPA 1600 Business Continuity Planning
V. Program Management and Responsibility: 
Governance 

Executives are responsible for:
· Market share in a highly competitive health care environment

· Extensive regulations

· Profitability in a low margin industry

· Operational improvements

· Community and board relations

Executives are liable for:
· Interruptions to health services resulting in:

· Adverse impacts to patient safety and reputation among community and board members

· Loss of market share and/or revenue

· Regulatory fines and corrective actions

· Adverse impacts resulting from:

· Security breaches and IT downtime

· The loss of business-critical information or patient health information
The organization’s senior management team is responsible for overseeing the continuity planning process, which includes:
· Establishing policy by determining how the organization will manage and control identified risks;

· Allocating knowledgeable personnel and sufficient financial resources to properly implement the COOP;
· Ensuring that the COOP is reviewed and approved at least annually;

· Ensuring employees are trained and aware of their roles in the implementation of the COOP;

· Reviewing the COOP exercise program and exercise results on a regular basis
· Ensuring the COOP is continually updated to reflect the current operating environment.
Project Management

· Form a multi-disciplinary oversight team to oversee completion of COOP. Members of the team may include the COO, CNO, CFO, CIO, or their designee, Emergency Preparedness Coordinator, the Safety Officer, and other selected key service and ancillary department managers. 
· Collect a list of all departments and associated cost centers from finance. Departmental data is required initially to identify the list of departments needed to complete the COOP.

VI. Summary of Strategic Planning Objectives
A number of analyses are conducted to determine essential functions, Recovery Time Objectives (RTO), and threat/risks. 
Business Impact Analysis

A Business Impact Analysis (BIA) results in the identification and prioritization of essential functions. An essential function is a series of logically-related activities or tasks that, when performed together, produce a defined set of results. A business process is considered critical if it creates or possesses value for the department’s stakeholders. The impairment of this process disrupts operations and does not meet customer needs, satisfy mandatory regulations/requirements or allow the execution of the organization’s mission. For example, triage is considered an essential function of the emergency department. 

Each department within the hospitals should conduct a review of current operations and identify the essential functions needed to perform patient care services and maintain operations. Essential functions should then be prioritized so that essential services can be restored and resources can be allocated effectively. For each essential function, a RTO is assigned. A RTO is considered the maximum amount of downtime that is allowable for a critical process before the impact becomes severe enough to drastically hinder patient safety and/or stop the continuation of business services.
Threat and Risk Analysis

A review of the Hazard Vulnerability Analysis (HVA) is conducted to identify threats and risks that pose a hazard to the operations of the hospital and the information technology (IT) infrastructure. Understanding potential events allows the hospital to plan and mitigate or eliminate the impacts of these events.  A Kaiser Permanente model HVA is reviewed annually by Hospital Emergency Preparedness. 
Staffing Needs 
In an emergency, the number of staff required to perform essential functions is largely determined by the priority emergencies identified as a result of the organization’s HVA, as well as the reporting relationships in the command and control operations of the organization. Departments must identify which staffing positions are required for each operational period and whether the staffing positions need to be physically on site or can telecommute.
Information Technology Applications
IT continuity planning is a coordinated strategy involving plans, procedures, and technical measures that enable the recovery of IT systems, operations, and data after a disruption. Contingency planning generally includes one or more of the approaches to restore disrupted IT services: 
· Restoring IT operations at an alternate location; 

· Recovering IT operations using alternate equipment; and/or 

· Performing some or all of the affected business processes using non-IT (manual) means (typically acceptable for only short-term disruptions). 

Critical Equipment and/or Resources

On a daily basis, Pike County General maintains a general inventory of supplies and equipment needed to perform essential functions. It is essential that necessary equipment/resources are identified to ensure critical processes are operational within a specified operational period. 
Vital Records
Vital records are an essential resource and should be addressed in department continuity plans. Vital records are computerized or paper records that are considered essential to the continuation of the business following an incident.
Categories of recorded data that typically fall under the category of vital may include:
· Patient health care records
· Birth records, court records, and vital statistics 
· Contracts/agreements that prove ownership of property and equipment
· Operational records such as accounting records, architectural drawings, shipping delivery records, software licenses, and maintenance contracts
· Current client files and account information 
· Intellectual property such as source code, formulas, schematics, and standard operation procedures
· Legal documents such as tax records, and correspondence or other documents which are part of ongoing litigation
Department Dependencies
Other departments provide a multitude of services that are needed to ensure an essential function is operational. These other departments may be internal ancillary services such as imaging or the laboratory. External dependencies may exist as well, for example, a courier or mobile dialysis service.
VII. Essential Functions 
Mission-essential services and functions are important and urgent.  Essential functions are the activities that cannot be deferred during an emergency. These activities must be performed continuously or resumed quickly following a disruption. 

The recovery timeframe of all services, departments and functions are assessed and prioritized to assist in planning and recovery implementation.  They serve as key continuity planning factors necessary to determine appropriate staffing, communications, essential records, facilities, training, and other requirements.  

Each department maintains a plan that identifies their essential functions, staffing, vital records, and key applications, equipment, and supplies.  Implementation of a department’s continuity plan will be based on the needs and considerations of the actual incident and resources available, and may be implemented in a different schedule than identified below. 
Any function which does not need to be performed for 3 days is not considered essential.  

	Tier

0
	Recovery Time Objective

Immediate
	Criticality

Immediately needed; presents life threatening or catastrophic impact if interrupted
	Maximum Tolerable Downtime

	Tier 0
	Department
	Essential Service / Function
	

	Tier 0
	Engineering
	Facility Safety and Life Safety: fire suppression
	0 hours

	Tier 0
	Security
	Security, especially during Active Threat situation
	0 hours

	
	
	
	

	
	
	
	

	
	
	
	


The reason the hospital defers activities until later is to free up resources that allow it to focus on those things that cannot be deferred. Thus, it is just as important to identify non-essential functions (which can be deferred) as it is to identify essential functions (which cannot be deferred).

The Maximum Tolerable Downtime is the maximum length of time (in hours or days) that the service or function can be discontinued without causing irreparable harm to people (staff, patients, visitors) or operations.  
	Tier

1
	Recovery Time Objective

4 hours or less
	Criticality

Needed in less than 4 hrs, or it may present threat to life safety if downtime extends beyond
	Maximum Tolerable Downtime

	Tier 1
	Department
	Essential Service / Function
	

	Tier 1
	Emergency
	Casualty patient care
	1 hour

	Tier 1
	Information Tech
	Operations support for all services
	4 hours

	
	
	
	

	
	
	
	


	Tier

2
	Recovery Time Objective

 12 hours or less
	Criticality

Needed in same shift or < 12 hrs, or likely to impact operations and/or patient satisfaction
	Maximum Tolerable Downtime

	Tier 2
	Department
	Essential Service / Function
	

	Tier 2
	Food & Nutrition
	Foodservice for patients and staff
	<8 hours

	Tier 2
	Human Resources
	Get staff needed for response; Staff notification
	< 12 hours

	
	
	
	

	
	
	
	


	Tier

3
	Recovery Time Objective

3 days or less
	Criticality

Minimal impact or risk; needed in 1 to 3 days
	Maximum Tolerable Downtime

	Tier 3
	Department
	Essential Service / Function
	

	Tier 3
	Administration
	Regulatory compliance & reporting
	< 24 hours

	Tier 3
	Outpatient Clinics
	Referrals to decrease patient load on hospital
	24 – 48 hours

	
	
	
	


	Tier

4
	Recovery Time Objective

3 days or more
	Criticality

Need in long term, beyond 3 days
	Maximum Tolerable Downtime

	Tier 4
	Department
	Essential Service / Function
	

	Tier 4
	HIM
	Transcription
	3+ Days

	Tier 4
	Education
	Health education
	3+ Days

	
	
	
	


Staffing

Pike County General Hospital employs 400 full-time-equivalent staff and 125 additional contract vendors who provide a variety of clinical and non-clinical services.  Details of the number, type of staff and functions is maintained by the Human Resources Department.

VIII. Performance Measures and Enabling Tasks 
Upon activation of the Hospital Incident Command System (HICS), the Incident Commander (IC) will provide an initial briefing to the Command Staff and Section Chiefs. During that time the IC will utilize HICS format to make initial assignments and to establish control objectives and set the operational period. The Section Chiefs and Branch Directors will then determine the specific operational period objectives for each section.
· Control objectives are the overall broad objectives based on the priorities of:

· Incident stabilization 

· Life-saving actions

· Property preservation that additionally honor organizational and jurisdictional priorities (if they exist)

· Continuity of Operations 
· Operational period objectives:

· Are more specific strategic and tactical objectives that assist in achieving the control objectives 

· Should be Simple, Measurable, Achievable, Realistic, and Time Sensitive (SMART) 

· Are brief and easy to understand

· An operational period is the period of time in which a given set of tactical actions or operational period objectives will be completed.

The Planning Chief will facilitate a planning meeting to discuss the operational period objectives, strategies and tactics to accomplish the objectives, determine resources needed, and assign tasks.

An Incident Action Plan (IAP) will be developed to reflect the overall incident strategies and actions to be taken during a specific operational period.

Each department will assess the status of their area to determine continuity of operations by completing a “department status form” (see appendix E). Upon completion, the form will be submitted to the Planning Chief. The Planning Chief will collect and evaluate the department status forms and provide a report to the IC. The IC may activate the Business Continuity Branch to ensure continuity of operations as needed.
Function of the COOP Branch

The function of the COOP Branch is to assist impacted areas with ensuring that critical business functions are maintained, restored, or augmented to meet the designated Recovery Time Objective (RTO) and recovery strategies outlined in the areas’ Continuity Plan. The Business Continuity Branch activities include:

· Evaluation of the impacted areas to ascertain business function capability 

· Facilitate the acquisition of and access to essential recovery resources

· Support the Infrastructure and Security Branches with needed movement or relocation to alternate business operation sites

· Coordinate with the Logistics Section to obtain communication and information system hardware

· Assist other branches and impacted areas with the restoring and resuming of normal operations

Utilizing the Continuity Plan

Upon activation of the Continuity Branch, the Continuity Branch Director, in collaboration with the manager(s) from the impacted departments, will use the COOP to identify resources needed to ensure continuity of critical processes within the RTO. 

The Planning Section will include recovery objectives in the Incident Action Plan (IAP). Upon completion, the IAP will be approved by the IC and communicated to other HICS sections/positions as applicable.
Using the Continuity Plan 
The COOP was developed for the Hospital Command Center (HCC) to use during an incident. The HCC can use a Microsoft Excel worksheet to track which critical business processes are operational, if there is a workaround available, and available resources.

The Business Continuity Branch Director, in collaboration with the department manager(s), will utilize the BCP Tool to determine department needs. Upon completion, the Director will forward the document to the Planning and Logistic Sections to take appropriate action as needed.
The BCP Tool is segmented into multiple tabs — the tiers tab and numerous department tabs. The purpose of each tab is described below.
The Tiers Tab
Critical processes are prioritized into tiers based on operational periods:
· Tier 1 (0-2 hours)
· Tier 2 (2-12 hours)

· Tier 3 (12-24 hours)

· Tier 4 (1-3 days)

· Tier 5 (4-7 days)

· Tier 6 (8-14 days)

· Tier 7 (15-30 days)

· Tier 8 (31+ days)

For each operational period, the tiers tab lists each department alphabetically and prioritizes their critical business functions/processes. Recovery strategies would be implemented for “Priority 1” items before the “Priority 2” items and so on. The significance of prioritizing is to aid the IC, Section Chiefs, and Business Continuity Branch Director in establishing operational period objectives and identifying resources.

IX. External Factors
Pike County General Hospital’s recovery functions and capabilities will be stronger if the hospital takes time to integrate into their community’s existing emergency management structure. In addition to forming positive relationships with local police, fire, EMS, public health, and emergency management agencies it is important to reach out to other organizations active in the town where the hospital is located. This includes private sector partners and nongovernmental organizations in the community. Local media outlets are also a key partner to engage before an event occurs. External agencies will have response and recovery objectives that will not always align with hospital recovery objectives; however, hospitals cannot predict which organizations may be able to offer them support and assistance when they are faced with a challenging recovery.
It is also important to note for the hospital to look beyond the local partners and consider their interdependence with the community that make up their clinical catchment area or region. The Hospital should reach out to local municipalities beyond where they are located, particularly if healthcare resources surrounding the hospital are scarce. The Pike County General Hospital is a member of the North East PA Healthcare Coalition and has a signed PA Mutual Aid Agreement for support of resources and staff from the nine (9) Regional Healthcare Coalitions.  The State and Healthcare Coalitions, in coordination with healthcare organizations, emergency management, local, state, and Federal recovery coordinators, relevant response partners, and stakeholders, perform an assessment of healthcare organizations recovery needs post-disaster. This process should include but is not limited to the following elements: 
1. Coordination with healthcare organizations to identify immediate operating needs for the delivery of essential healthcare services. 
2. Coordination with partner healthcare organizations to identify possible long-term healthcare recovery priorities. 
3. Processes to communicate healthcare recovery priorities to the local and state agencies responsible for recovery.
X. COOP Program Resource Requirements

Resources

All essential resources have been listed by each department and added into the resource tab of the hospital’s Knowledge Center Healthcare Incident Management System.  A printed version of the resource list is an EOP Appendix D Resource List.  
Essential Staff to Maintain Operations

In order to maintain the viability and overall operation of the facility, the following personnel are identified that have been deemed essential to their specific role in maintaining mission critical services and operations.  Essential staff positions or classifications include:

· Chief Executive Officer

· Chief Medical or Nursing Officer

· Safety Officer

Incident Response Staffing

According to existing policies and procedures found in the Emergency Operations Plan, Emergency Staffing Procedures, and Human Resources Policies, following an incident that may impact staffing levels, the HICS Logistics Section / Support Branch / Labor Pool & Credentialing Unit Leader will be activated to:

· Tabulate and categorize on-duty stuff that can be reassigned

· Coordinate staff call back and provide instruction on where they are to report; 

· Coordinate the registration, orientation, and supervision of community members volunteering to assist during the incident; and 

· Verify credentials, including licensure of all volunteer personnel.

Staff support activities (e.g., foodservice, employee health, sheltering, etc.) will be implemented by the appropriate HICS position.

Department Continuity Staffing

The Department Manager (or designee, or successor) will work with the HCC to minimize the impact to departmental operations by maintaining, resuming and recovering critical functions to the service levels identified the department’s Emergency Response Plan, and the Recovery Time Objectives defined in the department’s COOP.

Each departmental COOP identifies staff that have been deemed essential to their specific role in maintaining mission critical services and operations.  Staff who will be assigned to the HCC and unavailable to perform departmental duties are also identified.

Staffing Considerations

As the emergency response phase winds down, facility leadership will determine whether to maintain the activation of the HICS Logistics Section / Support Branch / Labor Pool & Credentialing Unit Leader or transition duties directly to the Human Resources Department.

· Evaluation of current staffing levels and resource deployment. 

· Notification of human resources, managers, union representatives and other key personnel as to status and plan implementation. 

· Notification of employees regarding plan activation and process. 

· Implementation of alternative staff resource options. 

· Evaluation of immediate and ongoing staff needs based on existing and predicted levels of human resources available. 

· Identification of contractors or other staff options that may alleviate problems resulting from staff loss. 

· Identification of work options available through “telecommuting” or other off-site possibilities. 

· Assessment of flexible leave options that would allow employees to address family needs while continuing to support the employing organization through a flexible work plan where feasible. 

· Assessment of union issues surrounding overtime issues and disaster support/sharing of responsibilities among workers. 

· Evaluation of potential health and safety issues that may arise through diversion of staff to new job roles and loss of critical staff in various operational positions. 

· Liability assessment by general counsel. 

XI. MYSPMP Maintenance
The hospital will participate in training, exercises and evaluations of the COOP as required.  All Training and exercise activities and changes made to the COOP must be documented.   Any updates, changes and additions made to the COOP may be documented at the beginning of the annex.  The MYSPMP is in line with the Center for Disease Control’s (CDC) Office of the Assistant Secretary for Preparedness and Response (ASPR) Hospital Preparedness Program (HPP) fiscal year 2019-2024.  
Appendix A

Emergency Management Phase vs. COOP
	Mission Area
	Emergency Management Components
	Continuity Component (from DRII Professional Practices)

	Mitigation
	· Threat and Hazard Vulnerability Assessment
	· Risk Assessment

· Business Impact Analysis

	Preparedness
	· Hazard Mitigation Planning

· Emergency Operations Planning

· Business Continuity

· Communications (Alert/Warning)

· Hazard Specific Annexes (Flood, Hurricane, Terrorism, etc)

· Long Term Recovery Planning

· Training and Exercise programs
	· Developing Business Continuity Strategies

· Developing and Implementing Business Continuity Plans

· Awareness and Training Programs

· Maintaining and Exercising Plans

· Crisis Communications

· Coordination with External Agencies

	Response
	· Levels of Activation

· NIMS and ICS 

· Public Safety

· Incident Stabilization
	· Emergency Response and Operations

· Components of Emergency Response

· Roles and Responsibilities: Incident Command

· HICS and the Business Continuity Branch Director

· Emergency Operations Centers

· Plan Activation

· Recovery and Resumption of normal hospital operations

	Recovery
	· Mass Care

· Sheltering

· Finance: Reimbursement & Cost Recovery
	


Appendix B

Glossary of Terms
Application — The software that serves a business or clinical function.
Application “cloud” — The use of distributed storage and processing on servers connected by the internet, typically provided as software or data storage as a subscription service provided by other companies.
Application Recovery — The component of recovery that deals specifically with the restoration of system software and data, following the replacement and restoration of the processing platform and equipment.
Business Continuity — The ability of an organization to ensure that essential functions and supporting applications will be available to employees and patrons following a disruptive event.
Business Continuity Plan — The business continuity plan is a document that defines recovery responsibilities and resources necessary to respond to a disruption to business operations. 
Business Continuity Planning (BCP) — An all-encompassing, “umbrella” term used to describe the comprehensive process of planning for the recovery of operations in the event of a disruptive event. 

Business Continuity Program — Set of standard planning guidelines and procedures for the development of Business Continuity Plans throughout the Enterprise.

Business Impact Analysis (BIA) — A review of current operations, with a focus on business and clinical essential services, to determine the effect that a business disruption would have on normal business operations. Impacts are measured in either quantitative or qualitative terms. This information is used to drive the recovery planning process, the potential recovery solutions and the amount of expenditure required to support the backup of certain business operations. The BIA identifies critical hospital functions and supporting technology and support functions necessary to meet the Recovery Time Objective (RTO) and Recovery Point Objective (RPO).
Continuity of Operations (COOP) — A predetermined set of instructions or procedures that describe how an organizations essential functions will be sustained for up to 30 days as a result of a disaster event before returning to normal operations. Usually refers to government agencies.
Critical Process — Business activities or information which could not be interrupted or unavailable for several business days without significantly jeopardizing operation of the organization.

Criticality — Departments are responsible for understanding how quickly their operations should be restored following a business disruption. Planning Coordinators should consider not only potential direct financial loss, but also loss of customers or market share, loss of investor confidence, damage to public perception of the company, and regulatory and legal penalties. 
Department — A patient care unit, a business unit or support services to carry out the functions across hospital, research and foundation organizations.

Disaster Recovery — The coordinated process, policies, and procedures that enable the recovery of IT systems and hospital essential functions following a disruption.
Disaster Recovery Plan — The management approved document that defines the resources, actions, tasks, and data required to manage the technology recovery effort. Usually refers to the technology recovery effort. This is a component of the Business Continuity Management Program.

Downtime Manual — A document created by a department that contains detailed procedures to conduct essential functions during IT downtime. 
Downtime Procedures — The specified actions or operations that are executed during the period in which essential functions or supporting applications are non-functional during a disruptive event.
Essential Application — The information or software application needed to support essential functions.
Essential Function — The three most important things that a department does to provide services to patients or administration. A primary business process comprised of one or more business functions that represents a key element of current business operations. Business processes will typically be identified at the Plan Unit level. 
Essential Personnel — An employee whose duties are of such a nature as to require the employee to report to work or remain at the work site to continue agency operations during an emergency situation.

Family Experience — The effect a disruptive event will have on the quality of attention and work patients and their families receive.

Financial Impacts — An operating expense that continues following an interruption or disaster, which, as a result of the event, cannot be offset by income and directly affects the financial position of the organization.
Joint Commission Standard IM.01.01.03 — The health care standard that addresses continuity and disaster recovery for both hard copy and electronic records.

Network Outage — A disruption in system availability as a result of a communication failure affecting a network of computer terminals, processors, or workstations. 

Operational Impact — The effect a disruptive event will cause to operations (non-quantifiable in financial terms).
Patient Safety Impact — The effect a disruptive event will cause to the safety of the patients (non-quantifiable in financial terms).
Recovery Period — The time period between a business disruption and a return to normal functions, during which the BCPs are employed. 

Recovery Point Objective (RPO) — The point in time to which data must be restored in order to resume processing transactions. RPO is the basis on which a data projection strategy is developed. 

Recovery Procedures — Recovery procedures are contained within the team continuity plan. They document the actions and activities that are necessary to recover normal business operations following a business disruption. Common recovery procedures include:

· Restoration of all previously identified essential business records

· Relocation of business operations to an alternate or repaired location

· Re-creation of lost work-in-progress

· Restoration of backup information that is stored off-site

Recovery Solution — Pre-planned recovery resource acquisition techniques. Recovery solutions describe techniques for replacing furniture, equipment, supplies, as well as the restoration of information. Sample recovery solutions include:

· Purchase at time of business disruption
· Storage of backup equipment off site
· Contract for shippable equipment (drop ship agreements)
· Utilizing existing available equipment at an recovery location
Recovery Time — The period from the business disruption to the recovery. 

Recovery Time Actual (RTA) — The actual time it takes to bring up a technological critical process.

Recovery Time Objective (RTO) — The time it takes to restore data and system/application functionality that must be restored in order to resume processing transactions. 

Risk Assessment — The process of identifying and minimizing the exposures to certain threats, which an organization may experience. There are four steps in the risk assessment process:

· Identify any control weaknesses and/or single points of failure
· Identify the risks
· Identify one or more countermeasures, with estimated implementation costs, which could be implemented to mitigate the identified risks
· Select and implement the most appropriate countermeasure
Risk Quadrant — Once this risk is assessed, this is used to plot the impact and likelihood of the risk occurring. Allows one to visualize risks in relation to each other, gauge their level, and plan what type of controls should be implemented to mitigate the risks. 
Scope — Predefined areas of operation for which a BCP is developed. 

System Downtime/Outage — An unplanned disruption in system availability as a result of computer hardware or software problems or operational problems. 

Tiering — Grouping of services and applications according to the RTO and RPO metrics.

Vital Records — Records or documents, for legal, regulatory, or operational reasons, cannot be irretrievably lost or damaged without materially impairing the organization's ability to conduct business.
Workaround Measures — Also known as “downtime procedures.” Formal procedures and supporting documents or forms to ensure the unit continues its operations during an IT outage. 
Appendix C

Business Continuity Flow Chart
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